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Introduction

Introduction

Yealink IP phones are full-featured telephones that can be plugged directly into an IP

network and can be used easily without manual configuration.

This guide shows you how to provision Yealink IP phones with the minimum settings
required. Yealink IP phones support the FTP TFTP HTTP and HTTPS protocols for file
provisioning and are configured by default to use Trivial File Transfer Protocol (TFTP).

The purpose of this guide is to serve as a basic guidance for auto provisioning Yealink IP

phones, including:

e  Yeadlink SIP-T28(P
e  Yedlink SIP-T26(P
e  Yeadlink SIP-T22(P
e  Yeadlink SIP-T20(P
e  Yeadlink SIP-T18(P
e  Yeadlink SIP-T12(P
e  Yedlink SIP-T38(G)
e  Yedlink SIP-T32(G)
e  Yealink VP530

)
)
)
)
)
)

The provisioning process outlined in this document applies to the firmware V70 or higher

version of Yealink IP phones.
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Getting Started

Getting Started

This section shows you how to get ready for the provisioning. The provisioning process
discussed in this guide uses TFTP and a personal computer (PC) as the provisioning

server.

To begin the provisioning process, the following are required:

e  Obtaining Configuration Information

e  Managing Configuration Files

Obtaining Configuration Information

Obtaining Configuration Files

Before you begin provisioning, you need to obtain the configuration files. There are 2
configuration files both of which are CFG formatted that the phone will try to download

from the server during provisioning. We call them Common CFG file and MAC-Oriented
CFG file.

The MAC-Oriented CFG file is only effectual for the specific phone. It uses the 12-digit
MAC address of the phone as the file name. For example, if the MAC address of the
phone is 0015651130F9, then the MAC-Oriented CFG file name must be
0015651130F9.cfg. However, the Common CFG file is effectual for all the phones with the
same model. It uses a fixed name “y0000000000XX.cfg” as the file name, where "XX"

equals to the hardware version of the phone model, except 0 for T28 which is special.

The names of the Common CFG file for each phone model are:

Phone Model Common Configuration File
SIP-T28(P) y000000000000.cfg
SIP-T26(P) y000000000004.cfg
SIP-T22(P) y000000000005.cfg
SIP-T20(P) y000000000007.cfg
SIP-T12(P) y000000000008cfg
SIP-T18(P) y000000000009.cfg
SIP-T38G y000000000038.cfg
SIP-T32G y000000000032.cfg

VP530 y000000000023.cfg

You can ask the distributor or the Yealink FAE for configuration files.
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Obtaining Phone Information

Before you begin the provisioning, you will also need the phone information. For
example, MAC address and the SIP account of the phone.

MAC Address: The unique 12-digit serial number of the phone. You can obtain it from the
phone’s bar code at the back of the phone.

SIP Account: This may includes SIP credentials such as user name, password and the
address of the phone’s registration server. Ask your system administrator for SIP account
information you need. Although SIP accounts may not be required to get the phone

working, we strongly recommend using them.

Managing Configuration Files

Auto provisioning enables Yealink IP phones to update automatically via downloading
the Common CFG file and MAC-Oriented CFG file. Before provisioning you may need to

edit and customize your configuration files.

Editing Common CFG File

Common CFG file contains configuration parameters which apply to all phones of the
same phone model, such as the language displays on the phone LCD screen.

v Common.cfg X

1 #lversion:1.0.0.1

g ##File header “#!version:1.0.0.1” can not be edited or deleted. ##

: SHHHHHE R R R S R R R
E ﬁ##########################gﬁeﬁ;ﬁﬁﬁ##################################################ii

o #Configure the WAN port type; 0-DHCP(default), 1-PPPoE, 2-Static IP Address;
10 #Require reboot;

11 network. internet_port. type =

12

153 #Configure the static IP address, submask, gateway and DNS server for the phone;
14 #Require Reboot;

15 network. internet_port. ip =

16 network. internet_port. mask =

17 network. internet_port. gateway =

18 network. primary_dns=

19 network. secondary_dns =

20

21 #Configure the username and password for FPPOE connection;

22 #Require reboot;

23 network. pppoe. user =

24 network. pppoe. password =

28

26 #Configure the PC port type;0-Router, 1-Bridze(default);

27 #Require reboot;

28 network. bridze_mode =

The line beginning with “#" is considered to be a comment.
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The parameters commonly edited in the Common CFG file (T2xP as an example) are

detailed as following:

HHAHUHH ARG HARBHHHHARHHAABRHBH ARG AARYHHAA YA HA AR
## Common CFG File ##
HHARGHH ARG HARBGEHAARBHAABBERHARBGH RSB HHAAGFHHAABHGHH AR

#lversion:1.0.0.1
##File header "#lversion:1.0.0.1" cannot be edited or deleted.##

#Configure the WAN port type; 0-DHCP(default), 1-PPPoE, 2-Static IP Address
#Require reboot

network.internet_port.type =0

#Configure the static IP address, submask, gateway and DNS server for the phone
#Require reboot

network.internet_port.ip = 192.168.1.10

network.internet_port.mask = 255.255.255.0

network.internet_port.gateway =192.168.1.1

network.primary_ dns= 202.101.103.55

network.secondary_dns = 202.101.103.54

#Configure the PC port type;0-Router,1-Bridge (default)
#Require reboot

network.bridge_mode =1

#LAN port as Router settings

#Require reboot

network.pc_port.ip = 10.0.0.1
network.pc_port.mask = 255.255.255.0
network.pc_port.speed_duplex =0
network.pc_port.dhcp_server = 1
network.dchp.start_ip = 10.0.0.10
network.dchp.end_ip = 10.0.0.100

#Enable or disable the Plug and Play feature; 0-Disabled, 1-Enabled (default)

auto_provision.pnp_enable = 1

#Set the auto provisioning mode (0-Disabled (default), 1-Power on, 4-Repeatedly,
#5-Weekly, Power on + Repeatedly, Power on + Weekly)

auto_provision.mode = 1

auto_provision.power_on_enable =1

auto_provision.repeat.enable = 0

auto_provision.repeat.minutes = 1440
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auto_provision.schedule.periodic_minute = 1
auto_provision.schedule.time_from = 00:00
auto_provision.schedule.time_to = 00:00
auto_provision.schedule.dayofweek = 0123456
auto_provision.server.url =
auto_provision.serverusername =
auto_provision.server.password =
auto_provision.weekly.enalbe = 0
auto_provision.weekly.mask = 0123456
auto_provision.weekly.begin_time = 00:00

auto_provision.weekly.end_time = 00:00

#Set the AES key used for decrypting the Common CFG file
auto_provision.aes_key 16.com =

#Set the AES key used for decrypting MAC-Oriented CFG file
auto_provision.aes_key_16.mac =

#Set the language used on the Web page

#The available values are: English, Chinese_S, Turkish, Portuguese, Spanish, Italian,

#French, Russian, Deutsch and Czech
lang.wui =
#Set the language used on the phone LCD screen

#The available values are: English (default), Chinese_S, Chinese_T, German, French,

#Turkish, ltaliano, Polish, Spanish and Portuguese
lang.gui = English

#Set the web server access type (0-Disabled, 1-HTTP&HTTPS (default), 2-HTTP only,
#3-HTTPS only)

#Require reboot

network.web_server_type =1

#Set the HTTP port (80 by default)

#Require reboot

network.port.http = 80

#Set the HTTPS port (443 by default)

#Require reboot
network.port.https = 443

#Set the new password (admin123) for the administrator
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security.user_password = admin:admin123

#Set the new password (user123) for the user

security.user_password =user:user123

Editing MAC-Oriented CFG File

MAC-Oriented CFG file contains configuration parameters which are expected to be

updated per phone, such as the registration information.

@  Common.chg /V MAC-Oriented.cfg X|

1 #lversion:1.0.0.1

2

3 ##File header "#!version:l.0.0.17 ¢an not be edited or deleted ##
4

I 2 g s s s R S s s R s

(g5 hocountl Settings i3
TR R R R R R R R R R
8

9 #Enable or disable the accountl, 0-Disabled(default), 1-Enabled;

10 account. 1. enable =

11

12 #Configure the label for accountl, which will display on the LCD screen;
13 account. 1. label =

14

15 #lonfizure the display name of accountl;

16 account. 1. display_name =

18 #lonfizure the username and password for register authentication;
19 account. 1. auth_name =
20 account. 1. password =

22 #Configure the register user name;
23 account. 1. user_name =

25 #Canfizure the SIP server address and port (5060 by default):
25 account. 1. sip_server_host =
27 account. 1. sip_server_port =

2% #Fnable or disable to use the outbound proxy server, 0-Disabled({default), 1-Fnabled;
30 account. 1. outbound_proxy_enable =

The parameters commonly edited in the MAC-Oriented CFG file are detailed as

following:

HURBBUBUHBRBBBBHBBRRBBBHRBRRRBBBHRLBRBYBUHEBRBRBBHBHAAY
## MAC-Oriented CFG File ##
HHRBBHBHBEBBBHHBBBRBBUHBRRBBBUREBRBYBHHEBRBYH R B BRH

#lversion:1.0.0.1

#File header "#lversion:1.0.0.1" cannot be edited or deleted.##

#Line1 settings

#Activate/Deactivate the account1, 0-Disabled (Default), 1-Enabled
account.1.enable =0

#Configure the label of account1 which will display on the LCD screen
account.1.label =

#Configure the display name of account1

account.1.display_name =
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#Configure the user name and password for register authentication
account.1.auth_name =

account.1.password =

#Configure the register user name

account.1.user_name =

#Configure the SIP server address and port (5060 by default)
account.1.sip_server_host =

account.1.sip_server_port = 5060
#Line2 settings

#Activate/Deactivate account2, 0-Disabled(Default), 1-Enabled
account.2.enable =0

#Configure the label of account2 which will display on the LCD screen
account.2.label =

#Configure the display name of account?2

account.2.display_name =

#Configure the user name and password for register authentication
account.2.auth_name =

account.2.password =

#Configure the register user name

account.2.user_name =

#Configure the SIP server address and port(5060 by default)
account.2.sip_server_host =

account.2.sip_server_port = 5060
#Line3 settings

#Activate/Deactivate the account3, 0-Disabled(Default), 1-Enabled
account.3.enable =0

#Configure the label of account3 which will display on the LCD screen
account.3.label =

#Configure the display name of account3

account.3.display_name =

#Configure the user name and password for register authentication
account.3.auth_name =

account.3.password =

#Configure the register user name

account.3.user_name =

#Configure the SIP server address and port (5060 by default)
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account.3.sip_server_host =

account.3.sip_server_port = 5060

#Line4 settings (For T28P, T38G and VP phone only)

#Activate/Deactivate the account4, 0-Disabled(Default), 1-Enabled
account.4.enable =0

#Configure the label of account4 which will display on the LCD screen
account.4.label =

#Configure the display name of account4

account.4.display_name =

#Configure the user name and password for register authentication
account.4.auth_name =

account.4.password =

#Configure the register user name

account.4.user_name =

#Configure the SIP server address and port (5060 by default)
account.4.sip_server_host =

account.4.sip_server_port = 5060
#Lineb5 settings (For T28P and T38G only)

#Activate/Deactivate account5, 0-Disabled(Default) 1-Enabled
account.5.enable =0

#Configure the label of account5 which will display on the LCD screen
account.5.label =

#Configure the display name of account5

account.5.display_name =

#Configure the user name and password for register authentication
account.5.auth_name =

account.5.password =

#Configure the register user name

account.5.user_name =

#Configure the SIP server address and port (5060 by default)
account.5.sip_server_host =

account.5.sip_server_port = 5060

#Line6 settings (For T28P and T38G only)

#Activate/Deactivate the accounté, 0-Disabled(Default), 1-Enabled
account.6.enable =0

#Configure the label of accounté which will display on the LCD screen.
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account.b.label =

#Configure the display name of accounté

account.6.display_name =

#Configure the user name and password for register authentication
account.6.auth_name =

account.6.password =

#Configure the register user name

account.6.user_name =

#Configure the SIP server address and port (5060 by default)
account.b.sip_server_host =

account.b.sip_server_port = 5060

Customizing Resource Files

You can configure the phone features via the parameters in the configuration files. You

can also customize your phone with a personalized ringtone, language or logo.

Customizing a Ringtone

10

Yealink IP phones have built-in system ringtones and the default ring type is Ring1. You
can change the ring type, or you can customize your personal ringtone and make it take

effect via auto provisioning.

The ringtone file must use PCMU audio format, mono channel, 8K sample rate and 16 bit

resolution.
The ringtone file format must be .wav.

All ringtone files uploaded must be within 100KB.

HARHBRH U RURUAUAURARHGRGRBAUABRBRT ARG BAGABRBRT G AGHHAH
## Configure the access URL of the customizing ringtone ##
HURHAHHAUHUAURYRHRH GG BAUSBRBRH GG BABA BB ARG BAH
ringtone.url =

#ringtone.delete =http://localhost/all

#Delete all the custom ringtones uploaded through auto provision

ringtone.delete =

For example: enter “ftp://192.168.1.100/Ring?.wav” in the “ringtone.url =" field. During

the auto provisioning process, the phone links to the provisioning server “192.168.1.100",

and downloads the ringtone file “Ring9.wav”.

You'd better check that the ringtone file has been uploaded to the root directory of the

server before provisioning.

For more information about customizing a ringtone file, you can refer to the Customizing a
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Ringtone Using CoolEdit Pro in this guide.

Customizing a LCD Language

Yealink IP phones allow you to modify the translation of the existing languages on the
LCD screen, but you cannot add new language to the phone. To modify the existing
language, you need to edit the language file and upload it to the root directory of the

provisioning server, then specify the access URL in the configuration file.

The following figure shows a portion of the language file:

Files
langtEnglish. txt x ¥000000000038-nT. cfg
0 0 o B0 i BB oo A0 i ST B
[ lang ]
" Ahocount'™ = "
Acocount:™ = "
Add to EBlacklist'"=" Aidd to EBlacklist™
Add to Contactz"=" Add to Contacts"
Delete All Group™ = "¢
Delete L11"=" Delete A11"™
Delete This"=" Delete Thiz"
Delete"=" Delete"
Detail"=" Detail™
Group™ =
" Group:' = mn
Line:"=" lAccount:"
Hobile;"=" HMobhile:™
Move to EBlacklist"=" HMove to Blacklist™
Hove to Contacts"=" HMove to Contacts™
' MNamwe" = " Name"
' MName:"=" HName:"
" Nurberid:"=" Numberid:"
" Number:"=" Nuber:"™
Office;"=" Office:"
Other:"=" Other:"
Ring™" = " Ring Tones"™
Ring: "= Ring Tones:"
Time:"=" Time:"

HHRRRUUH AR RRRUHHHRRRBUH AR RBHHEHARYRUHHAARBH UH A AARH
## Configure the access URL of the LCD language file ##
HHAHUHHAHUHGHARBREHHAAFHAH BB HAALGH ARG HHALHHHAA AR AR
gui_lang.url =

#gui_lang.delete = =http://localhost/all

#Delete all custom languages downloaded through auto provision

gui_lang.delete =

For example: enter “ftp://192.168.1.100/lang+English.txt” in the “gui_lang.url = ” field.
During the auto provisioning process, the phone links to the provisioning server
“192.168.1.100”, and download the language file “lang+English.txt”.

Available languages may be different between different firmware versions. Ask the
distributor for the language template file.

11
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Customizing a LCD Logo

12

Yealink SIP-T2xP/T1xP IP phones allow you to customize the logo displayed on the phone
LCD screen (The SIP-T20P IP phone only supports displaying the text logo). Ask the
distributor for the logo file, or you can customize a .dob logo file. Upload the logo file to
the root directory of the provisioning server and then specify the access URL in the

configuration file:

HHARGHH ARG HARBGEHAARBHAABBEHHARBGHAABEHHAAGFHHAABHGHH AR
## Configure the access URL of the Logo File ##
HHAHUHHARHGHARBRHHHAAGFHAA BB HARLEH AR HHAHHHAA AR AR
#(SIP-T2xP/T1xP only, not applicable to T20P)

lcd_logo.url =

#lcd_logo.delete = =http://localhost/all

#Delete all custom logo files

lcd_logo.delete =

For example: enter “ftp://192.168.1.100/ logo.dob” in the “lcd_logo.url =" field. During
the auto provisioning process, the phone links to the provisioning server “192.168.1.100",

and downloads the logo file “logo.dob”.

The following table lists the logo file format for each phone model:

Phone model Logo file format Resolution
SIP-T28P .dob <=236*82 2 gray scale
SIP-T26P .dob <=132*64 2 gray scale
SIP-T22P .dob <=132*64 2 gray scale
SIP-T18P .dob <=132*64 2 gray scale
SIP-T12P .dob <=132*64 2 gray scale

Upload the logo file to the root directory of the provisioning server. After provisioning,
the phone boots up, and you will then find that the customized logo displays on the

phone LCD screen.

For more information about customizing a Logo file, refer to Customizing a Logo File

Using PictureExDemo in this guide.
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Uploading Local Contacts

Yealink IP phones allow you to batch upload contact data by auto provisioning. Edit the
contactData.xml file, upload the file to the root directory of the provisioning server and
then specify the access URL in the configuration file.

The following shows an example of the contactData.xml file:

<contactData>
<group>

<contact sDisplayName ="Mary" sOfficeNumber="1234"
sMobilNumber="12345678901" sOtherNumber="2231" sLine ="0" sRing="Auto"/>

<contact sDisplayName ="Damy" sOfficeNumber="1235"
sMobilNumber="12345678902" sOtherNumber="2232" sLine ="0" sRing="Auto"/>

<contact sDisplayName ="John" sOfficeNumber="1236"
sMobilNumber="12345678903" sOtherNumber="2233" sLine ="0" sRing="Auto"/>

</group>
<blacklist>
<contact sDisplayName ="Mili" sOfficeNumber="7788"
sMobilNumber="44444444444" sOtherNumber="2222" sLine="0" sRing="Auto"/>
</blacklist>

</contactData>

HARGHHABRBHGHARBGHHARBHAHBBEBHARBBH ARG HHAAGFHHAAHGHHAARH
## Upload local contact file ##
HHABHUHH ARG HARBHHHHALGFHAABHGHAALGH AR HHALHHHAA R AR
local_contact.data.url =

For example: enter “ftp://192.168.1.100/ ContactData.xml” in the “local_contact.data.url
=" field. During the auto provisioning process, the phone links to the provisioning server

“192.168.1.100”, and download the contact file “ContactData.xml”.

Yealink IP phones support both the .xml and .csv formats.

Updating Firmware

Yealink IP Phones allow you to update the firmware manually via web user interface, or
batch update the firmware via the auto provisioning. To batch update the phones’
firmware via auto provisioning, ask the distributor for the firmware file, upload it to the
root directory of the provisioning server, and then specify the access URL in the

configuration files.

HARHBRHBRURUAHRHRABRRBABHHRHRABRBRBABAHRARRBRBRBABR AR AHHR

## Configure the access URL of the firmware file ##
bk ik L

13
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firmware.url =

For example: enter “ftp://admin:password@192.168.1.100/2.61.0.80.rom"” in the
“firmware.url =" field. During the auto provisioning process, the phone links to the
provisioning server “192.168.1.100” (“admin” as the authentication user name and
“password” as the authentication password), and download the firmware file
2.61.0.80.rom.

14
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Configuring a TFTP Server

Yealink IP Phones support using the FTB TFTR HTTP and HTTPS protocols to download the

configuration files. TFTP server is used by default. You can use any protocol for

provisioning. The following section takes the TFTP server as an example.

We recommend that you can use 3CDaemon or TFTP32 tool as a TFTP server. 3CDaemo

and TFTPD32 are free applications for Windows. You can download the 3CDaemon

software at: http://www.oldversion.com/3Com-Daemon.html and TFTP32 at:
http://tftpd32.jounin.net/.

We provide a simple instruction of configuring a TFTP server using 3CDaemon tool in the

Configuring a FTP server section.

Preparing a Root Directory

To prepare a root directory:

1.

A N

Create a root TFTP directory on the local computer.

Store the configuration files to this root directory.

Set the security permissions for the TFTP directory folder.

You need to define a user or a group name, and set the permissions: read, write,

and modify files. Security permissions vary by organization.

An example of using the Windows platform is shown as below:

General | Sharing | Security | Customize

Group or user names:
m Administrators [VANS TD80\Administrators)
€% CREATOR OWNER
m Everyone
Q Hill, James (jshil@my servername.com]

€7 SYSTEM
<

v

>

[ Add... ] [ Remove ]
Permissions for Everyone ( Allow \ Deny
Full Control O O A
Modify Il
Read & Execute Il
List Folder Contents K
Read O
Wite O
Crmmial Darmminnimma M

For special permissions or for advanced settings, Advanced
click Advanced. =

[ ok

][ Cancel J[

Apply

J

15
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Configuring a TFTP Server

If you have a 3CDaemon application installed on your computer, use it directly.

Otherwise, download and install it.

To configure a TFTP server:
1. Double click the 3CDaemon.exe to start the application. A configuration page

shows as below:

B

30 3CDaemon.

File View Help

Start Time [Beer [Bytes [Status

Feb 26, 2012 16.:08:20 local 0 Listening for [FIF requests on IF address: 192 168, 133.1, Port 69
Feb 25, 2012 16:06:20 Local 0 Listening for TFTF requests on IF address: 192,168, 136.1, Port 63
Feb 25, 2012 16:06:20 Local 0 Listening for TFTF requests on IP address: 10.2.11.126, Fort 69

TFTF Server

2. Select Configure TFTP Server. Click the button to locate the TFTP root directory
on the computer: R

Start Time [Peer [ Bytes | Status
Feb 24, 2012 06:58:47 losal 0 Lictening for TFIF requests on IP address: 192 168.133.1, Port 69
U Listening for IFIP requests on IP address: 192,188, 186.1, Port 69

Feb 24, 2012 08:59:47 Local

Feb 24, 2012 05:59:47 Local 0 Listening for TFIF requests on IF address: 10.2.11. 126, Fort &9

[STOR! 3CDaemon Configuration X

FTP Profiles | Syslog Configuration |

General Configwation TPTF Confi guration

Create directory nemes in incoming file rel

Allow oversrite of existing files? I~

E*\hutopihuto Provisi

| Upload/Download

Fer-packet tineout in seconds |5
Waxinun retries 1o
Interfrans transnission g

3. Click the Confirm button to finish configuring the TFTP server. The server URL
“tftp://IP/” (Here “IP” means the IP address of the provisioning server, for
example, "tftp://192.168.1.100/") is capable of TFTP downloading.
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Obtaining the Address of Provisioning Server

Yealink IP phones support to obtain the provisioning server address during bootup
process in the following ways:

e  Zero-Sp-Touch

e  Plug and Play (PNP) Server

e DHCP Options

e  Phone Flash

When the phone boots up, it will go by the following process to obtain the provisioning
server address step by step: Zero-Sp-Touch -->PNP server -->DHCP options (Custom
option --> option 66 -->option 43) -->Phone Flash.

The following sections detail each process.

Zero-Sp-Touch

Zero-Sp-Touch allows you to configure the network and provisioning server address via
phone user interface during bootup. This feature is helpful when there is a system failure
on the phone. To use Zero-Sp-Touch, you need to make sure that this feature is enabled.

To configure the Zero-Sp-Touch via web user interface:

1. Click on Upgrade ->Advanced.
2. Select Enabled from the pull-down list of Zero Active.

3. Set the waiting time(in seconds) in the Wait Time filed.

Basic | Advanced
Custom Option(128 ~ 254) 1 @ £ NOTE
Custom Option Type Strin Custom Option
g L 9 El e Specify the DHCP Option that

L I Yol van 20 us for
provisioning. Refer to Auto

Account I:l 17} Provision Manual for details

E— |:| ) about provisioning.
AES Key

ST A Y |:| 0 It is provided by ISP.

MAC-Oriented AES Key [ @
click this button to auto

Zero Active | Enabled [=] provision immediately

. Click this button to auto

WaitTime 5 provision immediately.

PMP Config Enzbled : 0 Export/Import
ConfigExport the

Check New Config Disabled E| e configuraion files to backup

CRRETA AR . the settings, and could import

LA b B e ity s e all the settings after reset.
immeditely Auto provision 0 el
P System Log

Export / Import Config L}i&iﬁ FEETH There are two methods ta

export the system log, Local
or Server.
Export System Log Local = @

17
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When the Zero-Sp-Touch is enabled, there will be a configure wizard during the bootup:

( Zero sp touch )

Update, Ok or Cancel ? 2s

f Cancel ‘” Status ] OK

Press the OK soft key. Then you can configure the network on the LCD screen:

( Network )

WAN Type: DHCP

VLAN Status: Disable
802.1x Mode Disable
VPN Active: off <« (3

Back Next

Press the Next soft key after finishing the network configuration. Configure the
provisioning server address, authentication username (optional) and password

(optional) in the Auto Provision interface.

A sample screenshot is shown below:

( Auto Provision )

[ Server URL: I

UserName:

Password:

®

( Back | 2aB ][ Delete |[ ok

18
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Plug and Play (PNP) Server

Yealink IP phones support obtaining the provisioning server address from the PNP server.
The phone broadcast the PNP Subscribe message to obtain a provisioning server

address during bootup. To use Plug and play, make sure this feature is enabled.

To configure the PNP via web user interface:

1. Click on Upgrade ->Advanced.

2. Select Enabled from the pull-down list of PNP config.

Click this button to auto
provision immediately

Custom Option [ | (128 ~ 259) £ NOTE
Custom Option Type LMS v Custom Option
URL [ Specify the DHCP Option
: that you want to use for
Account [ | provisioning. Refer to
—_— Auto Provision Manual for
Password ‘ \ details about provisioning.
Common AES Key [ | AES Key
{ P.
MAC-Oriented AES Key \ ICE:piyded: by T
PNP config Enabled /| Click this button to
auto provision
Check New Config | Disabled v immediately

Export / Import Config ‘ ‘ FUK. ..

Click this button to auto
provision immediately.

Export/Import
ConfigExport the
configuraion files to
backup the settings, and
could import all the

‘ Import | | Bxport | settings after reset.
System Log
5 There are two methods
Export System Log [Local vl to export the system log,
A Local or Server.
L oot |
PCAP Trace | start | Export |

Any PNP server activated in the network responses with a SIP NOTIFY message and an

address of the provisioning server contained in the message body. The phone can then

link to the provisioning server and performs the provisioning process.

7 PHF. poap — Wireshark

Ll it fie fo Gptars doadye St ey Teols Halp

e BR&2 T2 EE acan a@mx | 3
Filter ~ Bgressia Cle bly

o Tine Bertination Frotosal  Infa

1 0.900000
2 0.663070

=[REquestLTne: noTIFy s 1pMAs0Ul TR Easalahln. 2. 0. 108 3055 S1r/2. 0
wathod: MOTIFY
T Fequest URTT S TpACTOl TES T dTEIE:
[Resent Packet: False]
s

TORTET

/UDP 10.2.5,48: 5060; branche20hG4 BKOTSAE5 770
o &intern, IPPhone. com;tag=37906253
Lse4rnarn. 1pphong, Coms i Tag=241054

JO Frms ttrame). 38 byias Fachaic 8 Diopluel § Bulad 0

Subscrigtion
571459 10.2.9.48 »
5 1.807473 101211180 E EGISTER =1p210.2.1.180
6 1510835 10.2,9.106 stp 0o € bingings) ]

® Ethernet I3, Sre. ire. L (00:15:63:11:18:f1), Dst: Xlamenva_2a:3d:la (00:35:63:2a:3d:1a)
10. (10.2.5.48), stz 20,2.9.108 (30.2.9.108)

& User Datagram Protocol, Src Port: slp (30803, st Port: sds (3059)

= session_1nitiarion erotoco]

cat
Allow: INVITE, INFO, PRACK, ACK, BVE, CANCEL, OFTIONS, NOTIFY, REGISTER, SUBSCRIBE, REFER, PUBLISH, UPDATE, MESSAGE

UBSCRIBE $1P:MACOUL565243d1 301 Tar . IRPhong, com
2 accepted
SRR

Frofils Defwill
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DHCP Options

Yealink IP phones support obtaining the provisioning server address from DHCP options.
You can configure the phone to obtain a provisioning server address from a custom
DHCP option, or the phone will automatically detect the Option 66 or Option 43.

To obtain a provisioning server by a custom DHCP option, make sure that the DHCP

option is set properly.

To configure the DHCP option via web user interface:

1. Click on Upgrade ->Advanced.

2. Enterthe value (128-254) in the Custom Option field.

3. Select the desired type from the pull-down list of Custom Option Type.

Yealinl

Basic | Advanced

Custom Option{128 ~ 254) 130 (7]

Custom Option Type String v @

DHCP Optian Value = [7]

URL (7]

Account (7]

Password TTrr (2]

Common AES Key I (7]

MAC-Oriented AES Key sassnsas (7]

Zero Active Disabled v @

WWait Time(s) 5 7]

PP Config Enabled ~ @

Check New Config Disabled v @

Click this button to auto provision immediately | Auto provision (7]

Export / Impart Config ;3
Import Export

Export System Log Local v @

System Log Level

PCAP Trace

Confirm

Export

Start

Cancel

Export

@

Upgrade

HOTE

Custom Option

Speify the DHCP Option that
‘you want to use for
provisioning. Refer to Auto
Provision Manual for details
about provisioning.

AES Key
Itis provided by I5P.

Click this button to auto
provision immediately
Click this button to auto
provision immediately

Export/Import ConfigExport
the configuraion Fles to backup
the settings, 2nd could mport
the settings after reset.

System Log

There are two methods to
export the system log, Local or
server,

accordance with the one defined in the DHCP server.

A valid Custom Option is from 128 to 254. The Custom Option Type must be in

Phone Flash

Yealink IP phones support obtaining a provisioning server address from the phone flash.

To obtain a provisioning server by reading the phone flash, make sure the configuration

is set properly.

To configure the Phone Flash via web user interface:

1. Click on Upgrade ->Advanced.

2. Enterthe URL, username and password of the provisioning server in the URL,

Account and Password fields (the authentication username and password is

optional).

20
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3. Select Power on from the pull-down list of Check New Config.

Logout

e e [ | o

gasic | Advanced

 Yealink

Custom Option(128 ~ 254) | °) & noTE
‘Custom Option
C=Em @i R String -] @ Specify the DHCP Option that
DHCP Option Value yealnk Q@ You want to use for
provisioning. Refer to Auto
URL tftp://192.168.1.100/ (7] Provision Manual for detais

about provisioning.
Account
Password

Common AES Key

AES Key
It is provided by ISP.

Click this button to auto
s ately

MAC-Oriented AES Key provision
e = = e Ciick this button to auto
Zero Active 2] provision immedataly.
Watt Time(s) Export/Import
ConfigExport the
PHP Config Enabled -] @ configuraion files to backup
the settings, and could import
I Check New Config Pawer on = @ I all the settings after raset.
Click this button to auto provision
Auto provision Q System Log
immediately There are two methods to
Export / Import Canfig [ STl
Export System Log Local = @
System Log Level 3 [~]
PCAP Trace [ st | | | [ Bpot | @

If the configuration files have been AES encrypted, the AES Keys will be needed. The
Common AES Key is for decrypting the Common CFG file. The MAC-Oriented AES Key is
for decrypting the MAC-Oriented CFG file. The keys must be 16 bytes and the
supported characters are: 0 ~ 9, A ~ Z, a ~ z and the following special characters are
alsosupported: #$% *+,-.:=?2@[] ~ _{}~.

Reboot the phone after the above configurations. During bootup, the phone will link to
the provisioning server “192.168.1.100", using the authentication user name and
password filled in the Account and Password fields. If the phone fails to get any
information from the phone flash, the current round of obtaining the provisioning server

address will stop.
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Downloading and Verifying Configurations

Downloading and Verifying Configurations

Downloading Configuration Files

Once obtains a provisioning server address from one of the way introduced above. The
phone will link to the provisioning server and download the configuration files. During
the provisioning process, the phone will try to download the Common CFG file first, and
then try to download the MAC-Oriented CFG file from the root directory of the
provisioning server. If resource files need to be updated and the access URL has been
specified in the configuration file. The phone will then try to download and update the

resource files.

Verifying Configurations

After auto provisioning, the phone boots up. You can then verify the update via phone
user interface, or you can verify it via web user interface of the phone. For more

information, refer to the user guide of the Yealink IP phones.

During the auto provisioning process, you can monitor the downloading request and

response message by a WinPcap tool.

If the MD5 value of the CFG file is different from that of the last one, the phone updates the

configuration and then reboots. Otherwise, the phone gives up update and doesn’t reboot.

Example1: Yealink IP phone downloads configuration files from the TFTP server.

k 10/100/1000 Ethernet KIC

Eile Edit Yier Go Cuptwo Amlyze Statistics Telephony Teols Help

SEae BEXZE Q¢+ TL BB QaabD E§¥R% B

Filter: bostpl lesrp | I€en ~ Empressien.. Clewr Awply
¥ Tina - Source FProtacal  Infs
104 46.954819 20.2.11.11: TETP Read Request, File: y000D0D000000.cFgh000, Transfer Type: octer\0o0o
100 46,971850 10.2.11.12 TETR oata packet, Block: 1
200 6. 981090 10.2.11.11: TETP  Acknowledgement, Biock: 1
46.982020 10.2.11.12: TETP Data Packet, Block: 2
202 46,983900 10.2.11.11: FT Acknowledgenent, Block: 2
46.984250 10.2.11.12 TFTP Data packet, Block: 3
04 46.986221 10.2.11.12: TFTP  Acknowledgement, Block: 3
205 46. 986388 0.2.11.1 TFTP bata packer, Block: 4
206 46.939806 10.2.11.11 TFTR know] edgement, Block: 4
207 46.990045 10. 12 TETR Data packet, BIock: 5
208 46.991977 10.2.11.11 TETP knowedgement, Block: 5
09 46, 992153 10.2.11.1 i Dita Packet, Block: 6
210 45.993832 10.2.11.11: TETR know] edgement, Block: 6
211 46.994354 10.2.11.12 TETP pata packet, Block: 7
212 46.596015 10.2.11.119 TFTP  Acknowledgement, Block: 7
213 45996245 10.2.11.126 TFTP Data packet, Block: &
214 47.000510 10.2.11.119 TFTP  Acknowledgement, Block: 8
215 47.000704 10.2.11.126 TFTR bata packer, Block: 9
216 47.003985 10.2.11.110 TFTP  acknowledgement, Block: 9
217 47.004139 10.2.11.126 TETR Data Packet, Bock: 10 (last)
218 47.005570 10.2.11.119 TETP  Acknowledgement, Block: 10
244 54,444367 10.2.11.119 TFTR Read Request, File: O0L56511185¢.CFG\0D0, Transfer Type: OCTETNO0D
245 54.462711 10.2.11.126 TETR Error Code, Code: Access winlation, Message: could not open requested file for reading\( .

® Frame 415 (345 bytes on wire, 345 byres caprured)
® Ethernet II, Src: 6¢:50:4d:40:dazad (6C:50:40:40:dazad), DST: Xiamenve_11:18:5¢ (00:15:65:11:18:5¢)
® Internet Protocol, src: 10.2.11.254 (10,2.11.254), Dst: 10.2.11.244 (10.2.11.244)
® User Datagram protacol, src Port: bootps (67), DST Port: bootpc (68)
= Bootstrap Protocol
Message type: Boot meply (2)
Hardware Type: Ethernet
Wardware address length: 6
Hops: O
Transaction Ib: 0xbccl0503
seconds_elapsed:
® Bootp Tlags: 0x0000 (unicast)
Client 1P address: 0.0.0.0 €0.0.0.0
vour (client) 1P address: 10.2.1:

kelay agent I address: 0.0.0.0 (0.0.0.0

Clent MAC address: xiamenve_11:18:5c (00:15:65:11:18:5¢)
Client hardware address padding: 0000000000000C0G0000
server host name not given

soot file name not given

Q) Bealak 10/100/1000 Ethernet NIC - | Packets: 5334 Displayed: 120 Hurhed 0 Frofile: Defalt
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Example 2: Yealink IP phone downloads the configuration files from the FTP server.

/1000 Ethernet NI
Eile Béit Yiew Go Cepture bnalyze Statisties Telephony Iools Help
Seaea BXTE8 A+*»0TF2 BE QA GaNB% B
Fidte (Bl It el ooty v Rgresiea. Clez Ay
Bo . Time Destination Protossl  Info &
151 34. 50009 10.2.11.115 ETe Response: 220 3cam SChasmon FTP Server version 2.0
153 34.507326 10.2.11.126 FTP f
154 34.509003 10.2:11.115 FTP user name ok, need password
155 34.313482 10.2.11.126 £TP 11111
156 34.515044 10.2.11.115 FTP user logged 1n
157 34.523305 10.2.11.126 TP 1
158 34.524405 10.2.11.115 FTP Type set to I.
159 34.529402 126 FTPR v
160 34.532607 15 FTP Entering pass«ve mode (10,2,11,126,5,189)
164 34.541081 126 FTP ¥000000000000. cf
165 34.543289 115 FTP 3986
166 34.552631 126 FTP ¥000000000000. cfg
167 34.554557 115 FTP 5 Using existing data connection
177 34.503926 115 FTP Closing data connection; File transfer successful.
188 36.338570

340311
191295

EREREEREEEREREERERRERERREREEREREE
£

BRE
B

B
3

R
783327

261 42.788746

T
service closing control connection
3com 3coaemon TP server version

user name ok, need password
111111
user logged in

€ 1
Type set to I.
v

Ermering passive mode: (10,2.31,126,5,193)
00156511185¢
3 Error access1r\ ﬂle
00156511185¢.
File unavaiiable
3Com 3CDaemon FTP Server Version 2.0

User name ok, need password
111111
user logged 1n

E I
200 Type set to I.
v

7 Entering passivz mode (10,2,11,126,5,194)
Go1s6sT180E
Error accesshg file
’
e unavailable ¥

Response: 550 F

Example 3: Yealink IP phone downloads the configuration files from the HTTP server.

tek 10/100/1000 Et

Eile Edit ¥iw Go Coptwe dndyze Statistics Telephory Lools Belp

® Frame 4025 (523 bytes on wire, 523 bytes c-aptured)

Inedoe BEXTE A+saT2 BB #88% 8
Filter: http v Espression.. Clesr Apply
o . Tine Destination FProtocl  Info
240 6.882104 10.2.11.244 WTTP /c?l b1n/ConfioManipp. con WTTR/L1  Cappication/sowwm-Form-urencoded)
321 8.00311: Io. HITP DA COM?Id=78A] ax~185 100, 83582 57513087366 HTTP/L.1
506 10.693593 1. = 1:. 126 HTTP GEl’ /ycouuuauaoeou <a HTTRAL
513 10.721058 HTTP .1 200 Ok (app 1ca(1nn/mzt-s(ream)
832 15.256265 HTTP csr 001565113856, £rg HT
836 15.261886 HTTP HITP/L.1 404 not Found (mxt/mm)
3271 61.877302 HTTR  GET arp i 10-0. 93956271 3025837 TP/
3325 71,8738 WITP  GET bin/confign, & 04111, HITR/L.1
3392 81.867954 HTTP  GET /cq! Bin/Con grananp: cw”lﬂ-7ujax-ﬂ&siu-0 et AL
3416 86.440445 WP GET /cgi-bin/Cont iguanapp. con?Ided. HITI
3424 86.489121 HTTP /checkjutcha"\ php HTTR/L.1
3426 86.534643 0.1 5% HTTR/L HTTR/LL
3441 86.087334 HTTP  GET /ups/lzaoma;:m HTTP/1.1
3447 87.016789 3.1 110 HTTR/ ML HTTR/L.
3456 87.009539 3 MR G fhsh?/ 7403408718704 ch000-F14261224 3d/awzro 17a7§
3462 87.258033 4.115.7,154 HTTP F image)
3471 87.336851 136 AR sh’ﬂdh;ad&? ~1870-4.c6d-9h00-114261224 3dd/“rQUNHYYWVCD] APZENUIOT €2 1 pGUM2L BSQQMRE0LZZ
3476 87.415143 124.115.7.154 HTTP [; )0 OK  (IPEG IFIF ‘ima !J
3523 88.562540 10.2.11.126 TR e A3 cemon: 572127787626 HTTR/1.1
3532 BB.754752 10, HTTP HTTP/1.1 200 ok (App11cat1nn/x javascflprt)
3547 92.026186 HITP  cContinuation or non-HTTP traffic
3585 94.901678 HTTP GET /C]1Ent/hﬁ_ﬂﬁ_2ﬂ?m.17570§ aif HTTP/1.1
3504 04.054821 MTTP  WTTP/L.1 200 0K (GIF89a)
3619 100. 038609 HTTP ‘GET /client/hr_OR_201201173029. swf HTTP/1.1
3647 100.274677 HTTP TP/L1 200 ok Capplication/x-shockwave-Flash)
3663 103.063716 HTTP GET /000000000000, Cf?
3665 103. 068789 HTTP  HTTP/L.1 200 OK (ape 1cit1nn/m=t-s(ream)
HTTP GE‘ /DD].SESDJBSC cfg HTTP/1.1
HTTR Wot Found (text/html)
10.2.11.126 HTTP GE‘ /cl!en-:/ﬁu.wsaeansnmwsussuasﬁufnus,gif HTTP/1.1
117.25.132.114 HTTP .1 200 Ok (GI
1.126 HTTP GET /client/d61787ba. 616.swF HTTP/1.1
117.25.132.114 HTTP .1 200 0K (application/x-shockwave-flash)
1.126 WTTP  GET /cliemt/f897788d893a51F9elof 615.g1F HTTR/L.1
T .114 HTTP HITP/1.1 200 OK (GIF8%a)
2 HTTP  GET /cilen/2633erGedsd 7ca9lafds7cleocd3nd0Lals. suf HTTP/L.L
114 HTTP (app)icatian/x-shockwave-f1ash)
HTTP csr /cli:m:/hr euc:.z D1063207. g1 HITR/L.L .
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Troubleshooting

This chapter provides general troubleshooting information to help you solve the

problems you might encounter when deploying the phones.

If you require additional information or assistance with the deployment, contact your

system administrator.

Why does the phone fail to download the configuration file?

e Ensure that the Auto Provisioning feature is enabled.
e Check that the provisioning server or the network is reachable.
e Check that authentication credentials configured on the phone are correct.

e Ensure that the configuration file exists on the provisioning server.

Why does the provisioning server return a HTTP 404?

e Check that the provisioning server is properly set up.
e Revisit the path configuration (URL rewriting, port).

e Ensure that the requested file exists on the provisioning server.

Why does the phone display "Network Unavailable"?

e Ensure that the Ethernet cable is plugged into the Internet port o the phone and the

Ethernet cable is not loose.
e Ensure that the switch or hub in your network is operational.
e Check the configuration of network is properly set in the configuration files.

e Contact your system administrator for more information.

Why does the permission denied when uploading files to a FTP server?

e Ensure that the root directory of the FTP server contains the full directory path.

e On the provisioning server, check the file permissions, if necessary, change the file
permission.

e Contact your system administrator for more information.

Why does not the phone obtain the IP address from DHCP server?

e Ensure that your settings are right on the DHCP Server.
e Ensure your phone is configured to obtain the IP address via DHCP server.

e Contact your system administrator for more information.
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Why does not the phone download the ringtone?

e Make sure that the ringtone file's type is .wav format.

e Make sure that the size of the ringtone file is no larger than the phone support.
e Check the ringtone’s properties are all right for the phone.

e Ensure the network is available and the root directory is right for downloading.

e Ensure that the ringtone file exists on the provisioning server.

Why does not the phone apply the configurations?

e Ensure the configuration files are different from the last ones.
e Ensure the phone have downloaded the configuration files.
e Ensure the parameters are correctly set in the configuration files.

e Contact your system administrator for more information.



Glossary

Glossary

MAC Address: A Media Access Control address (MAC address) is a unique identifier
assigned to network interfaces for communications on the physical network segment.

MD5: The MD5 Message-Digest Algorithm is a widely used cryptographic hash
function that produces a 128-bit (16-byte) hash value.

DHCP: Dynamic Host Configuration Protocol (DHCP) is a network configuration
protocol for hosts on Internet Protocol (IP) networks. Computers that are connected to IP
networks must be configured before they can communicate with other hosts.

FTP:. File Transfer Protocol (FTP) is a standard network protocol used to transfer files
from one host to another host over a TCP-based network, such as the Internet. It is often
used to upload web pages and other documents from a private development machine
to a public web-hosting server.

HTTP: The Hypertext Transfer Protocol (HTTP) is an application protocol for distributed,
collaborative, hypermedia information systems. HTTP is the foundation of data
communication for the World Wide Web.

HTTPS: Hypertext Transfer Protocol Secure (HTTPS) is a combination of Hypertext
Transfer Protocol (HTTP) with SSL/TLS protocol. It provides encrypted communication
and secure identification of a network web server.

TFTP: Trivial File TransferProtocol (TFTP) is a simple protocol to transfer files. It has been
implemented on top of the User Datagram Protocol (UDP) using port number 69.

AES: Advanced Encryption Standard (AES) is a specification for the encryption of
electronic data.

URL: A uniform resource locator or universal resource locator (URL) is a specific
character string that constitutes a reference to an Internet resource.

XML: Extensible Markup Language (XML) is a markup language that defines a set of

rules for encoding documents in a format that is both human-readable and
machine-readable

27



Yedlink Auto provisioning User Guide

28



Appendix

Appendix

Configuring a FTP Server

This chapter shows you how to configure a FTP server using 3CDaemon and how to

configure a HTTP server using HFS tool. You can download the 3CDaemon software at:

http://www.oldversion.com/3Com-Daemon.html and HFS at:
http://www.snapfiles.com/get/hfs.html

Preparing a Root Directory

To prepare a root directory:

1. Create aroot FTP directory on the local computer.

Eal A

Store the configuration files to this root directory.

Set the security permissions for the FTP directory folder.

modify files. Security permissions vary by organization.

An example of using the Windows platform is shown as below:

Group or user names:

€7 CREATOR OWNER
m Everyone

€3 SYSTEM
<

Permissions for Everyone

General | Sharing | Security | Customize

m Administrators (VANSTD80\Administrators)

€ Hill, James (jshil@myservemame.com)

Full Control

Modify

Read & Execute
List Folder Contents
Read

Write

Cmmminl Darmminsinena

click Advanced.

For special permissions or for advanced settings,

Advanced

l

][ Cancel ][ Apply

]

You need to define a user or group name, and set the permissions: read, write, and
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Configuring a FTP server

If you have a 3CDaemon application installed on your computer, open it now, or

otherwise, download and install it.

To configure a FTP server:

1. Double click the 3CDaemon.exe to start the application.
2. Click the FTP Server button on the left of the main page.

A screenshot is shown as below:

3CDaemon = | E )

[ File _View Help
Start Time [ Peer | Bytes [ status
Mar 13, 2012 14:26:34 local 0 Listening for FTP requests on I? address: 192.168.147.1, Port 21
Mar 13, 2012 14:26:34 local 0 Listening for FTP requests on IP address: 192.168.172.1, Port 21
Mar 13,2012 14:26:34 local 0 Listening for FTP requests on IP address: 10.2.11.101, Port 21

[GToR
For Help, press F1 NUM

3. Select Configure FTP Server.
4. Click the _J button to locate the TFTP root directory on the computer:

1= LB |

Start Time Feer | Bytes|Status
War 01, Z01Z 10:24:01 local 0 L
Mar D1, 2012 10:24:01 lecal 0oL
War D1, 2012 10:24'01 local 0 L

3CDaemon Configuration 3]

| TFTP Configuration |
SAies ErG o |

50 192.188.133.1, Fort 21
=i 192,168,188, 1, Fort 21
= 1002.11.128, Port 21

Save Prafile
| ste Highlizhted Frof

mation ints the form them press

ile: Mighlight the profile, make your changss, then press

W ik |

For Kelp, press F1

5. Enterthe new authentication username in the Profile filed.

6. Click the Set/Change user’s password button to set the password in the pop-up
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dialogue box.
7. Click the OK button to save.

8. Mark the check boxes of Login, Download and Upload to make sure the FTP user
has the login, download and upload permission.

8 3cDaemen =@ = |
\me View Help

[ TFIP Saxve Start Time [ Peer [ Bytes [ status

Mar 13, 2012 14:26:34 local 0 Listening for FTP requests on IP address: 192.168.147.1, Port 21
Mar 13, 2012 14:26:34 local 0 Listening for FTP requests on IP address: 192.168.172.1, Port 21
Mar 13, 2012 14:26:34 local 0 Listening for FTP requests on IP address: 10,211,101, Part 21

3CDaemon Configuration =
o Bl ] PP Confi quration |
FIP Profiles | Sysleg Configuration |
Vser Info
Profile ednin
User [6Wsers\y10065 AppData Lo Il

Sat/Changs user’ s password )
Enter ;l:
Tepeat 10
e

Save Brofile |
~ ste Highlighted Prof

o add s profile; Enter the nen infornation inte the forn (hen press

“Save Profile
En edit a profile: Highlight the profile, make yow changes, then press

For Help, press FL

9. Click the Save Profile button to save the settings and finish the configurations.

= EEE]

TFTP Server Start Time [ Peer | Bytes [ Status

Mar 01, 2012 10:24:00 loeal 0 Liztening for FIP requests on IP address: 192 16G.133.1, Port 21
Mar 01, 2012 10:24:00 loeal 0 Liztening for FIP requests on IP address: 192. 16G.185.1, Port 21
Mar 01, 2012 10:24:00 loeal 0 Liztening for FIP requests on IP address: 10.2.11.126, Port 21

FIF Server

3CDasmon Configuration 53
General Configuration | TFTP Gonfiguration |
FIP Frofiles Syslog Configuration |
User Infe
Profile e

i SabiChahes Hest s Basaword

Vser E:\AutopiAuto Provizion Ma .
This user can ~

FAusload
[Delete Files
Renane files
E.. o Nivomt o ete Highlighted Frof

Eu add a profile: Enter the mew infermation into the Earm then press
“Save Profils”

o edit a profile: Highlight the profile, make your changes, then press

wme | mw | |

Syslog Server

TFTP Client

For Help, press F1

10. Click the Confirm button to finish configuring the FTP server.

The server URL “ftp://lusername:password@IP/” (Here “IP” means the IP address of
the provisioning server, “username” and “password” are the authentication for FTP

download. For example, “ftp://admin:123456@192.168.1.100/") is capable of TFTP
download.
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Configuring a HTTP Server

Preparing a Root Directory

To prepare a root directory:

1. Create aroot HTTP directory on the local computer.

2. Store the configuration files to this root directory.

3. Set the security permissions for the FTP directory folder.
4

You need to define a user or group name and set the permissions: read, write, and

modify files. Security permissions vary by organization.

An example of using the Windows platform is shown as below:

General | Sharing | Security | Customize

_G_IDUD Of user names:

m Administrators VANS TD80\Administrators) A
€7l CREATOR OWNER
m Everyone
€ Hill, James (jahill@my servername.com]
€7 SYSTEM v
< >
[ Add. ] [ Bemove ]
Permissions for Everyone ( Allow \ Deny
Full Control O 0 =
Modify O
Read & Execute O
List Folder Contents O
Read O
Write O
Crmmial | Davmninmimenn Do

For special permissions or for advanced settings, Advanced
click Advanced. =

[ 0K ][ Cancel J[ Apply }

Configuring a HTTP Server

HFS tool is an executable application, so you don’t need to install it.

To configure a HTTP server:

1. Download the application file to your local directory, d ouble click the hfx.exe.
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The main configuration page is shown as below:

2.

&2 HFS ~ HTTP File Server 2.2f Build 155, = | B il
& Meru ‘ {F Port: 8080 ‘ ﬂﬁYou are in Expert mode ’
5 Openin browser  hitpe4410.2.11.101:8080/
Wirtual File System Log
L n 17:23:24 Check update: no new wersion
Wi IP 1 Fiename y Status Speed  Time left %
Connections: 0 Out: 0.0 KB/s In: 0.0 KBfs Total Out: 0 B Total In: 0 B VFS: 0 items

Click Menu in the main page and select the IP address of the PC from IP address.

# HFS ~ HTTP File Server 2.2f Build 155 = | G ||

& Menu ‘ ﬁ Port: 8080 | € vou are in Expert mode
+ Self Test
Edit HTML template...
Other options +
Upload L4
Start/Exit >
Virtual File System +
Limits 4
3
3
»
3

Log

17:23:24 Check update: no new wersion

Flash taskbutton
Fingerprints
Tray icons

Accept.cunnections on L3 1921681471
Dynamic DNS updater L4 ERIELITRL
URL encading +
Updates 4

W Donatel Custom...

Don't include port in URL

o esilifegmom.  GHe@ Find external address

- save file system... Ctrl+S

Constantly search for better address
X Clear file system

Save options L4

Help 4
Web links b
Uninstall HFS

i About...

Filename jg Statuz Speed  Time left z

& Switch OFF F4 il
Exit

Connections: 0 Out: 0.0 KB/s In: 0.0 KB/s Total Out: 0 B Total In: 0 B VFS: 0 items !I

The default HTTP port is 8080. You can also reset the HTTP port (make sure the port isn't

used before you reset).
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{8 HFS ~ HTTP File Server 2.2 Build 155 =B %

& Menu | {P Port: 8080 | ﬂﬁYou are in Expert mode:

) Openin browser  httpe//10.2.11.101:6080/

_~Mirtual Fils Sustem Log
0 Port &J T:23:24 Check update: no new werzion
Spedify a port to accept connection,
or leave empty to decide automatically.
3088
|
sl P ™ Filename _i‘) Statug Speed Time left k4

Connections: 0 Out: 0.0 KB/s In: 0.0 KB/s Total Out: 0B Total In: 0 B VFS: 0 items

3. Right click the , icon on the left of the main page, select Add folder from disk to
add the HTTP Server root directory.

#2 HFS ~ HTTP File Server 2.2 Build 155 =n =R

& Meru | ? Part: 8088 | ﬂzYou are in Expert mode
(= Openin browser  hitp://10.2.11.101:8088/

Wirtual File System Log
m amoom s

. ck update: no new wersion
Add files

et empty folder Ins
@ New link
Advanced 4

| Copy URL address  Ctrl-C
@ Browse it Fo
Comment...

Bind root to real-folder

) Set userfpass.

8 Restrict access L4
Customized realr.

v Browsable

v Archivable

2y Why is upload disabled?

Hide tree
Auto-hide empty folders
Hide file extention in listing

ame i) Status Speed  Time left %

Connections: 0 Out: 0.0 KB/s In: 0.0 KBfs Total Out: 0 B Total In: 0 B WFS: 551 iterns - not sawvec
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4. Locate the root directory from the computer system. Select the kind of folder which

you want.

#8 HFS ~ HTTP File Server 2.2f Build 155 o= =
& Menu | {5‘ Port: 8085 | i YYou are in Expert mode
(= Openin browser |hitp://10.2.11.101:8088/

Virtual File Syztern Log

Top speed: DO KE#s

- ! 17:23:24 Check update: no new wverzion

&£ 728 ‘What kind of folder do yau w&vt? @

“é;l‘ foldel A real folder is faster, good for big folders

) Wirtual folder | A virtual folder is easier, good for small folders

‘) Nat sure?
L ]

Hint: mazt time you need real folders!

Wi P ™ Filename j‘) Status Speed  Time left %

Connections: 0 Out: 0.0 KBfs In: 0.0 KBfs Tetal Qut: 0 B Total In: 0 B WFS: 550 iterns - not savec

5. Check the server URL “http:// IP:Port/” in the “Open in browser” address bar (For
example, the server URL "http:// 10.2.11.101:8088/" is showed on the screenshot) .
We recommend that you can fill the server URL in the address bar of the web

browser and then press <Enter> key to check the HTTP server before provisioning.

Yealink IP phones also support the Hypertext Transfer Protocol with SSL/TLS (HTTPS) protocol
for auto provisioning. HTTPS protocol provides the encrypted communication and secure

identification. For more information about installing and configuring an Apache HTTPS

Server, refer to the network resource.

Configuring a DHCP server

This section shows you how to configure a DHCP server for windows using DHCP Turbo.
You can down this software from website at: http://www.tucows.com/preview/265297

and install it following the setup wizard.

Before configuring the DHCP Turbo, make sure that:
e  The firewall on the PC is disabled.

e There is no DHCP serverin your local system.

To configure the DHCP Turbo:

1. To start the DHCP Turbo application, double click the localhost.
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2. Click the Login button (the login password is blank) to log in.

#3 DHCP Turbo on localhost |l=&@] = |

File Edit View Bindings Tools Help
B LTI
Servers _ Server
- Hl1lacalhost

-

Teseription |

Flat£orm |

(= R

Fasswerd: | L\\Ca.m:el

— DHCP Turbe

g Version |

Wax bindings |

Features |

Build |

Ready.

3. You can then edit the existed DHCP server, or you can right click the localhost and

select “New Server” to add a new DHCP server.

%3 DHCP Turbo on localhost - o @] = |

Fle Edit View Bindings Iools Help
EI AR L N EIEEIE N
servers || s
=+ [Elocalhost

(DDatsbase @ Hame [YLOGEE

MY Exclusions
[E)Haned Policies
Ehoption Types

s copes

Deszeription |
Flatform [Windows T 6.1

%3 New Server by [
Hame be
[realink
cue
-~ DHCP Tarbo

€8] Version (3.0

Max bindings (50
Features |Basic Edition

Build [1307
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Right click the Scopes and select New Scope.

Configure the DHCP server name, the DHCP IP range and the subnet mask.

#3 DHCP Turbo on localhost (modified)

File Edit View Bindings Iools Help

|@ g[rwmm x50 gw

Servers
(= E1localhost

29K Exclusions

e
(& New Scope A

S =)

=B

amed Folicies

Ehoption Types

 Scops

IHCPServer

Description

test

([*ddress Fange
Start address

192, 1B8.10. 10

End address

19216610, 100

Subnet mask

255, 255. 255, 0|

~ Leass — Segment
[~ Unlimited ¥ Local
Days Howrs Minntes Eelay agent

You can add a custom option via DHCP Turbo. Click Option Type, right click and
select the New Option Type on the right of the main page.

#3 DHCP Turbo on localhost (modified)

e =

File Edit View Bindings Tools Help

|lalg rem R x50 § W

Servers
(=& 1ocalhost

Filter |Standard Options

[option

(PDatsbase Tag
281 Exclusions 56

amed Policies

5 eopes
Y DHCES exver

Deseription

Magic cookie

Hone directory

Hardware address Length
oot file

Pad

Subnet mask

Tine offset
Gatewsys

Tine servers
IEN116 name servers
Tonain name servers
Log servers
Cookis/Quote servers
LPR servers
Inpress servers
HLP servers
Hostname

oot file size
Merit dmp fils
Domain name

Swap servers

Root path
Extensions path

IF forwarding

Hon-loeal source routing

L3 New Option Type... Cirl+V
& Undo Crl+Z
& Redo Ctrl+V
& cut Ctrl+X
O copy Cirl+C
B pasie Cirl+V
B Delete Del
Select All Crl+A
@ Eind. Cirl+F
R Properties... Cirl+P

Specifies a device' s hardware address type
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7. Set the custom DHCP option (custom DHCP option tag number ranges from 128 to
254) and select the option type (Yealink support the String and IP Address option
type only). Click the OK button to finish setting the option properties. Click @“ to
save the change.

#3 DHCP Turbo on localhost (modified)

File Edit View Bindings Tools Help

38

8.

@ glr2m B %50 §N

Servers
= @ localhost
~{JDatabase
29HY Exclusions
| Named Policies
Ehoption Types

- scopes

(I DHCES erver

Filter [Standard Optiens

Teg

Joption

F=E s
f=5

Option Properties

=4
a2
&=-1
=)
=L
=2
=13
=4
£215
=8
&7
&8
=8
£Z10
=11
=12
£E13

Tag 126 =

Name [TFTPServer
Type [Bbit -

[ sifobit
18bit

32hit

string
time
bool
hardware_address
subsncoded

dnz_name

€214
€215\

€216
=T
£218
=19
£=1e0

=

Deseription

Swap servers
Root path
Extensions path

IP forwarding

Fon-local source routing

Specifies a device's hardware address type

Click Named Policies-->Global, right click and select New Option on the left of the

main page.

File Edit View Bindings Tools Help

lalg *reamR x50/ 6N

| Hame

Servers Tag Value
- [E1oealhost
b (PDatabase
b2 Exclusions
£ [ Faned Folizies New Option... Cirl+V
®oLea &5 Undo s Ctrl+Z
Eoption Types
& Pseopes & Redo Cirl+Y
(FoHrserver P ocut Cirl+X
Oy Copy Ctrl+C
il oot Cirl+V
[%] Delete Del
Select All Cirl+A
@} Eind... Ctrl+F
R properties..  Cirl+P
|« | o]
Add a new option to this policy
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9.

Scroll down and double click the custom option 128.

#3 DHCP Turbo on localhost (modified)

IEEIE

File Edit View Bindings Tools Help

@ g ram

%6 o G|N

Servers Tag
=+ E1ocalhost

Option Selector

(PDatsbaze
39K Exclusions
YHamed Folicies

Filter

[Standard Options =

[

-Ehoption Types
E-@¥Seopes
L S DHCFS erver

G- gE 17T

BT scope

¥ Yindow system font servers
¥ Yindow system display menagers
DHCE address lease time
DHCE renewal time

IHCE rebinding tine

IS+ domain

HIS+ servers

Mobile TF home agent

SHTE servers

POP3 servers

WHTE servers

WHY servers

Finger servers
IRC servers
Streettalk servers
Streetialk DA servers
User class
0 STP Server
2 Cablelsbs Cliely Confizurstion

Legacy PackstCable

Deseription

m 4

=

10. Fill the provisioning server address in the input field.

11. Click the OK button to finish setting a custom option.

12. Click &F tosave the change.

Fle Edit View Bindings Tools Help

|a & ram

Servers Tag

=-[E1ocalhost
(PDatsbase
<81 Exclusions
| Faned Policies
) 6lobal
Ehoption Types
E-@5eopes
L. Y IHCPS e ver

TFTPServer

[tfrp:/7 192, 188, 1. 100/]

[~ Expression B

l— Build

Gonedl | advancad > |
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You can add the option 66 via DHCP Turbo. The following figures show the detailed
processes.

£ DHCP Turbo on localhost

] - J :-Elg

File Edit View Bindings Tools Help

L
AL L EICEIEA

i Tz W | Fene Value
- Tacalhost £ETE TFTFServer Eip /182, 168, 1. 100/

(DDatabase

B9 Exclusions

- HIHCEServer ¥ Undo Ctrl+z

O Redo Ctrl+Y
& cut Ctrl+X
B copy Curl+C
& poste Curl 4V
B Delet Del

i Find... Cirl+F
R Properties..  Ctrl+P

« s

Add a new option ta this policy

#% DHCP Turbe on localhost (== = |

File Edit View Bindings Tools Help

EIEA LY EICEE L

Servers T Tag T | Fane | value
=12 .
= Wlocalhost Option Selectar [ 9 o]
~(JDatabase
- Bxclusions Filter [ TFTF Options =
- B Hamed Folicies
®610bal Tag T [Fene |
Ehoption Types (=]-20 Server name
O Pscopes 16 M5 optien 57
L Y DHCPS er ver
Hext server
Boot file
Deseription kN
The host nane of = TFTP server the device should use dufing the second stags of
its boot process. lnless you kmow your device reguires #his option, you should use
option =14 (as IP address) or aption -20 (as host name) to define the TFIF server
« ! fosa
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File Edit View Bindings Tools Help

EIEER L I

Y Exclusions
= [EHamed Policies
®610bal
Ehoption Types

=gl Seopes
e G DHCPS erver

Fle Edit View Bindings Tools Help

Servers ' e © | Fane Value
£ ETocalhost =128 TFTPServer VEtp://102. 1681100/
(PDatabaze

7

] MS option 66

[tftp://182. 166 1. 100/

[~ Exzpression

Bl

Concel | pdvanced 3 |

EILEA LY EIEES

Servers

S [@1ocalhost

(Databaze

B Exclusions

- [} Hamed Policies

®G1bal

Ehoption Types

B Escopes
(DS erver

T Bl

Ham, | valy

3 e
Option Selector
Filter |Standard Options

[ Hane | A
Fath WM ging tinsout

Fath WTV platesu table

Interface NTU

M1 subnets are lecal

Broadeast address

Perforn mask discovery
Mask supplier

Ferforn router discovery
Router solicitation address
Static route

Trailer encapsulation

Arp cache timeout

Ethernet encapsulation

ICP default TIL

TCF keepalive interwal

TCP keepalive garbage

WIS domain

NIS servers

5]

TP servers

44 HET name =zervers

£E45 BT datagram distribution servers

El
Teaetien ﬁl

Used by devices and servers te exchange vendor-specific information

e
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42

4 DHCP Turbo on localhost

File Edit View Bindings Tools Help

P BRI

39} Exclusions
- B Faned Policies
®6lobal
~EN0ption Types
- 5eopes
EDHCES erver

Sroms W Tz 7 | Fans Value
2 T acalhost HLee TFTFSarver VEtp /7192, 189, 1. 1007
(DDatabaze =1-15 1S option B LEtp://182 1681 100/

e -
Vendor specific info |2 ot

[nttp: /192 168, 1. 100/

I~ Expression

Enild
4 | Cancel | hdvancad >>|
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Customizing a Ringtone Using CoolEdit Pro

If you have installed the Coo Edit application, double click to open it. Otherwise, you

can download the installation package from the website:

http://www.toggle.com/lv/group/vi

ew/kl36218/Cool_Edit_Pro.htm and install it.

To customize a ringtone using Coo Edit Pro:

1. Open the Cool Edit Pro application.
2. Click File to open an audio file.
3,

A sample audio file loaded is

= kiss the rain.mp3 — Cool Edit Pro

0240

BN P=Y
EEY =Y

050 100 00

2> [0 ]G o]
|1 apr o] o]

B

Opened in 7.74 seconds

T

Locate the ringtone file, click Open, the file is uploaded as follows.

shown as below:

EEIX

20 150 140 150 zi0 2

L -22dB @ 0:19.680 44100 716-bit ?Sterec  44.92ME | 126 GE hee

new file, set the audio format as PCMU, the channels

4. Select and copy the audio waveform.
5. SelectFile->New to create a

as Mono, the sample rate as 8000 and the resolution as 16-bit.
6. Paste the audio waveform to the new file.

{ Untitled (2)x — Cool Edit Pro

enerate Anslyze Favorites Optioms Hindow

| i |
ﬂl’lﬂ@ﬂ”‘ Bﬂﬂ =Y

Opened in 7.74 seconds

H\

EEX

uely

D40 D25, 50 1000

0:00. OOO

1050 100,60 12150

-166dB @ 0:03.012 126 GB fre=

8000 716-bit Moo | 1704 K
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7. Select File->Save as to save the new audio file. On the Save waveform page,

select the file format as A/mu-law wave.

Customizing a Logo File Using PictureExDemo

The original picture format must be .bmp or .gif. We recommend placing all files and the

PictureExDemo application to the root directory of the PC.

1. Double click the PictureExDemo.exe.

z ]
T

Deleteal | Comvert || Abou |

2. Click Add button to open a .bmp or .gif file.

You can repeat the second step to add multiple original picture files.

3. Click the Convert button.

#= GifConvertGz X

— <

Add Deletedll

CConvert | About

Then you can find the .dob logo files in the adv directory.
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